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Snap = GPU + Click

® GPU: Parallel Processing
® Click: Modular and Flexible
® Snap provides:

® A framework that allows people to do GPU-
accelerated network research

® Batched processing pipeline

® Applications to demonstrate the efficiency
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Why Snap!



An Example

Slow

Configurations Throughput down

Simple Forwarder:
FromDevice ToDevice

‘ (ethX, RingY) ﬂ >> ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ’k (ethX, RingY) | 3097 GbPS -

Simple SDN Forwarder:

FromDevi : ToDevi o
i, mmgry P SONClassiter - HHHHE\L’E("X weey | | 17.7 Gbps | 42.7%

With fourl0Gb NICs, totally 40Gbps throughput.




More Computing
Power!



Parallel GPU

Thousands of cores
Most of time: more data = more speedup

Up to 6GB memory
~|6GB/s PCle 3.0 x|6 bandwidth

W™

6 Image: nvidia.com




GPU vs. CPU: Classifier
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GPU vs. CPU: Classifier
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But, there are already...

® PacketShader [SIGCOMM’I0], SSLShader
INSDI' | ]

® Gnort [RAID’08], Kargus[CCS’ | 2]
® MIDeA [CCS’| ]



FromDevice(eth0)

ARP
queries

Classifier(...)

ARP
responses

FromDevice(eth1)

ARP
queries

Classifier(...)

ARP
responses

from Classifier

ARPQuerier(1.0.0.1, ...)

1

v
ToDevice(eth0)

(”! T F’ T
ARPResponder ARPResponder
(1.0.0.1...) (2.0.0.1...)
to Queue to ARPQuerier to Queue to ARPQuerier
\f \4
Paint(1) Paint(2)
Strip(14)
°
S n ap I s CheckIPHeader(...)
t h GetIPAddress(16)
based on e I}\
LookupIPRoute(...)
modular W,
°
C I I c k DropBroadcasts DropBroadcasts
CheckPaint(1) CheckPaint(2)
——T T —— T
IPGWOptions(1.0.0.1) IPGWOptions(2.0.0.1)
b»éﬁ%ﬁfr’;ﬁ:% p— 2?5’1?5:;;::%
FixIPSrc(1.0.0.1) FixIPSrc(2.0.0.1)
DecIPTTL DecIPTTL
T 1_/»} ICMPError ? 1_/}} ICMPError
TTL expired % TTL expired%
IPFragmenter(1500) IPFragmenter(1500)
1_/_»} ICMP?rror 4 Y, 1_/»} ICMP?rror 4 Y,
must frag must frag

from Classifier

ARPQuerier(2.0.0.1, ...)

[

v
ToDevice(ethl1)

Image: [Click: TOCS’00] Fig.8



More Reasons

® Easy to extend with CUDA for GPU
computing

® Fast user-space packet processing with
Netmap

® Many existing elements
® No need to write everything from scratch

® All layers, including wireless!



Snap: Key Challenges

Batching: more data, more speedup

Optimizing data placement for memory
access and copy

Packet divergence

Reducing unnecessary memory copy



Snap = GPU + Click

Wider packet processing pipeline in Click
Processing a batch of packets

Offloading processing onto GPU

Packet slicing to reduce memory copy

Handling packet divergence



Architectural Change of Click

l single Packet

W
CheckIPHeader(...)

W
GetlPAddress(...)

LookupIPRoute(...)

HHH



Architectural Change of Click

l single Packet @ PacketBatch
\ 4 W
CheckIPHeader(...) GPUCheckIPHeader(...) BElement

o

. A 4
‘ GetIPAddress(...) \ > ‘ GPUGetIPAddress(...) \

W ) 4
LookupIPRoute(...) GPULookuplIPRoute(...)

IR,

bpush/bpull




Batched Processing



Snap Batched Processing

single Packet

Add Packet to a PacketBatch, copy ROIs from
Packet buffer to host buffer, push out
PacketBatch when full or timeout expires

y

Initiate HostToDevice memcpy for
PacketBatch

initiate
host-to-device
memcpy

HostToDeviceMemcpy

GPU
| Launch GPU kernel for PacketBatch 4
S GPURuntime
v < element
| Set copyback for PacketBatch

A GPU Element

Tl devicetoz'sar G
PacketBatch memcpy ‘«‘Ommu/:;;a’zz;;{

GPU kernel
launch...

Initiate DeviceToHost memcpy according to
information in P: 1

DeviceToHostMemcpy

CUDA/GPU
Driver

| Enqueue PacketBatch to FIFO queue
(Push-to-Pull)

Check stream completion of the head
PacketBatch in FIFO queue

GPUCompletionQueue

Send Packets in PacketBatch one by one

Debatcher




Snap Batched Processing

single Packet

Add Packet to a PacketBatch, copy ROIs from
Packet buffer to host buffer, push out
PacketBatch when full or timeout expires

: r | =N 2 pa— _— — |
R, single Packet

-

launch l
GPU

ernel
™~ GPURuntime
element

| Launch GPU kernel for PacketBatch

A GPU Element *

oz Add Packet to a PacketBatch, copy ROls from

\ Packet buffer to host buffer, push out
PacketBatch when full or timeout expires

Set copyback for PacketBatch

Initiate DeviceToHost memcpy according to
information in P: 1

v
I

DeviceToHostMemcpy

CUDA/GPU
Driver

| Enqueue PacketBatch to FIFO queue
(Push-to-Pull)

Check stream completion of the head
PacketBatch in FIFO queue

ery for
DA stream

Batcher

GPUCompletionQueue -

\/
i

Send Packets in PacketBatch one by one

Debatcher

PacketBatch




Snap Batched Processing

/<-m-.——= —— == — e
single Packet

Add Packet to a PacketBatch, copy ROIs from
Packet buffer to host buffer, push out
PacketBatch when full or timeout expires

y

o = i -
e A
|

single Packet

\launch
GPU
| Launch GPU kernel for PacketBatch fee! N
GPURuntime
v ‘ > element

| Set copyback for PacketBatch

A GPU Element *

Tl devicetoz'sat G
PacketBatch memcpy ‘«‘Ommu/::’cea’zz;;{

GPU kernel
launch...

Initiate DeviceToHost memcpy according to
information in P: 1

DeviceToHostMemcpy

CUDA/GPU
Driver

| Enqueue PacketBatch to FIFO queue

(Push-to-Pull)

Check stream completion of the head
PacketBatch in FIFO queue

ery for
IDA stream

GPUCompletionQueue [——

Send Packets in PacketBatch one by one

Debatcher

PacketBatch




GPU Offloading



GPU Packet Processing

® Mapping processing algorithms to parallel
GPU cores: One packet per GPU thread:

® One IP lookup per GPU thread
® Classifying one packet per GPU thread

® Matching one packet against a DFA per
GPU thread for pattern matching



Copy Packets to the GPU

single Packet

Add Packet to a PacketBatch, copy ROIs from
Packet buffer to host buffer, push out
PacketBatch when full or timeout expires

.
3
)
initiate l

HostToDeviceMemcpy host-to-d
memap,

Initiate HostToDevice memcpy for
PacketBatch

PacketBatch

h GPU kernel for PacketB 7
Launch GPU kernel for PacketBatch GPURuRtime
v ‘ element

| Set copyback for PacketBatch

A GPU Element

5 device-to-host B
PacketBatch memcpy commur:g::;:z;j'
GPU kernel

launch...

Initiate HostToDevice memcpy for
PacketBatch

Initiate DeviceToHost memcpy according to
information in P: 1

v

DeviceToHostMemcpy
I
CUDA/GPU
Driver

ry for
DA stream

initiate
host-to-device
memcpy

HostToDeviceMemcpy

| Enqueue PacketBatch to FIFO queue ‘
(Push-to-Pull)

Check stream completion of the head
PacketBatch in FIFO queue

GPUCompletionQueue -

PacketBatch

N/
X

Send Packets in PacketBatch one by one

v

Debatcher

| PacketBatch| |




Process Packets on the GPU

single Packet

Add Packet to a PacketBatch, copy ROIs from
Packet buffer to host buffer, push out
PacketBatch when full or timeout expires

PacketBatch

| Launch GPU kernel for PacketBatch

| Set copyback for PacketBatch

PacketBatch

| Enqueue PacketBatch to FIFO queue ‘
(Push-to-Pull)

Check stream com

Pa atch i

pletion of the head
FIF

HostToDeviceMemcpy

PacketBatch

PacketBatch

Launch GPU kernel for PacketBatch

| Ty

A GPU Element

Set copyback for PacketBatch

PacketBatch

PacketBatch

initiate
device-to-host
memcpy

b

initiate
host-to-device

memcpy

element

CPU-GPU

GPURuntime

po—

communications;

memcpy;
GPU kernel




Copy the Result Back

single Packet

Add Packet to a PacketBatch, copy ROIs from
Packet buffer to host buffer, push out
PacketBatch when full or timeout expires

M

Initiate HostToDevice memcpy for
PacketBatch

PacketBatch

Initiate DeviceToHost memcpy according to
information in P: 1

PacketBatch

-~ ~ - - =

[ Enqueue PacketBatch to FIFO queue |
(Push-to-Pull)

Check stream completion of the head
PacketBatch in FIFO queue

M AF VU mcvanswlie

PacketBatch

initiate
device-to-host
memcpy

PacketBatch

Initiate DeviceToHost memcpy according to

copyback information in PacketBatch
|

DeviceToHostMemcpy

PacketBatch

PacketBatch a
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CPU-GPU
communications;
memcpy;

GPU kernel
launch...

CUDA/GPU
Driver

GPU

Pr—




Leave Batched Processin

single Packet

Add Packet to a PacketBatch, copy ROIs from
Packet buffer to host buffer, push out
PacketBatch when full or timeout expires

v

M

Initiate HostToDevice memcpy for
PacketBatch

V initiate
HostToDeviceMemcpy host-to-device

PacketBatch

| Launch GPU kernel for PacketBatch

4 GPURuntime
< element

| Set copyback for PacketBatch ‘

A GPU Element

PacketBatch

rrrrr

PacketBatch

| Enqueue PacketBatch to FIFO queue ‘
(Push-to-Pull)

Check stream completion of the head
PacketBatch in FIFO queue

GPUCompletionQueue -

pr hi
¥ b

L Send Packets in PacketBatch one by one

Debatcher

v PacketBatch

PacketBatch a

CUDA/GPU
Driver

GPU

‘ Enqueue PacketBatch to FIFO queue |

(Push-to-Pull)

Check stream completion of the head
PacketBatch in FIFO queue

" |GPUCOmpletionQueue

PacketBatch

query for
CUDA stream
state

¥

Send Packets in PacketBatch one by one

Debatcher

single Packet




Problems in a Snap
GPU Pipeline

® Packet divergence

® Unnecessary memory copy



Packet Divergence

l '

v v
DecIPTTL(...) GPUIPLookup(...)

v v v v
‘ Drop \ ‘ Batcher \ ‘GPUIDSMatcher\ ‘GPU]DSMatcher\
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Handling divergence

PacketBatch

® Predicate bits based solution

Produced by elements
causing divergence

Consumed by following
elements

Imagine them as path code

Pre-allocated bits

24

Debatcher

All Packets

A 4
Dispatcher
Predicate 0 Predicate 1




Problems in a Snap
GPU Pipeline

® Packet-diversenece

® Unnecessary memory copy



What does classification need?

Packet | |

26



What does classification need?

Five tuples:

Packet | I
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What does classification need?

Five tuples:

Protocol

3

Packet
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What does classification need?

Five tuples:
Src IP

Protocol \
\

Packet
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What does classification need?

Five tuples:

Src IP Dst IP

Protocol \
\

Packet
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What does classification need?

Five tuples:

Src IP Dst IP

Src Port
Protocol \
\

Packet
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What does classification need?

Five tuples:

Src IP Dst IP

Src Port
PrOtOCOI \ / Dst Port
\ v

Packet
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What does classification need?

Five tuples:

Src IP Dst IP

Src Port
PrOtOCOI \ / Dst Port
\ v

Packet

IS

Interested Regions
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Packet Slicing

| Ror! | ROI: Region of Interest
: ROI-3 : ‘ ROI-4 ‘
| ; l |
Packet ROI-I coe | ROI-II | cee ces \
Data ROI Constants:
/ s < 7 -
/ P P

» ETH_BEGIN
L) ST L » ETH END
¥¥ ¥ 4 g » IP_BEGIN
Compacted » IP_END

Packet Data » IP_SRC
» IP_DST

» UDP_BEGIN

» UDP_END

» UDP_SRC_PORT
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Details in the Paper

Batcher

BElement, interfaces

PacketBatch data structure, Packet Slicing
Divergence handling

BElement Scheduling
Packet I/O
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Implementation

® Netmap for packet I/O:
® /ero-copy between kernel and user spaces
® Multi-queue NIC support
® |0Gb forwarding with a single low-end CPU core

® |mproved integration into Click with multi-
threading support, more packet buffers

® Major packet processing elements:

® [P Lookup, IDS Matcher, Classifier

29



Evaluation

Basic forwarding
Applications
Full router

Latency
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Evaluation HW

10Gbe | Snap GPU
Router

Emulab d820

Emulab d820

Emulab gpuhost
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Forwarding

With Netmap, 64B packets, four 10Gb NICs

Configuration Throughput

Click 1 Path 4.55Gbps | 6.5 Mpps
Click 4 Paths (1 thread) 3.28 Gbps | 11.8 Mpps
Click 4 Paths (4 threads) | 13.02 Gbps | 18.5 Mpps
Snap 1 Path 8.59 Gbps | 12.2 Mpps
Snap 4 Paths 30.97 Gbps | 44.0 Mpps
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Forwarding

With Netmap, 64B packets, four 10Gb NICs

Configuration

Click 1 Path PPS
Click 4 Paths (1 thread) . I 11.8 Mpps
Click 4 Paths (4 threads) | 13.02 Gbps | 18.5 Mpps
Snap 1 Path ‘ ” PPS
Snap 4 Paths PPS
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Router with IDS

® Classifier + |IP Lookup + IDS Matcher

® More applications on the paper

B Snap-CPU
B Snap-GPU w/ Slicing

OClick

@Snap-GPU

NN\ NNNNNaANAaW

Q Q Q = (=
<

™ N -
(sdgo) indybnoay

33
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ith IDS

® Classifier + |IP Lookup + IDS Matcher

Router w

® More applications on the paper

B Snap-CPU

OClick

B Snap-GPU w/ Slicing

ASnap-GPU

4
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ith IDS

® Classifier + |IP Lookup + IDS Matcher

Router w

® More applications on the paper
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Full IDS Router

GPU Configuration CPU Configuration
! !

Batcher(batch-size, timeout, ...) IDSMatcher(...)

HostToDeviceMemcpy

v
LookupIPRoute(...)

) 4
GPUIDSMatcher(...)

v
GPUIPLookup(CHK ANNO ..., ...)

v
DeviceloHostMemcpy

v
GPUCompletionQueue

I IDSAlertDrop '
Vv
Debatcher ' \

v
Dispatcher(CHK_ANNO ...)
I IDSAlertDrop '

4
Dispatcher(CHK_ANNO ...)

r. 34



Full IDS Router

B Snap-GPU (w/ Slicing)

OClick
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B Snap-GPU (w/ Slicing)

OClick

Full IDS Router
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Latency

® |024 batch:
® CPU:57.5us [31.4us, 320us], 0: 25.7us
® GPU:508us [292us, 606us], 0: 53us

® 5]2 batch: 380.4us average, but ~15%
throughput slow down

® Jolerable in LAN, negligible in WAN.
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Summary

® What we've got:

® Fast = Fast packet I/O + Parallel GPU
Processing

® Flexible = Modular Click

® Snap:A GPU-accelerated packet processing
framework

® Application elements
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Future Work

® More NICs to saturate PCle 3.0 GPU’s
algorithm performance.

® |nvestigating other overhead in the full
router
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Thanks!

Questions?!

Snap Source: https://github.com/wbsun/snap
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https://github.com/wbsun/snap
https://github.com/wbsun/snap
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Snap Is Different...

® Based on Click, rather than an ad-hoc way

® Complete TCP/UDP/IP/Ethernet/ARP/
|CMP/Wireless, etc...

40



DPIl Router
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SDN Forwarder

BSnap-CPU

OClick
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Qutline

Why GPU?
Why Click?
Snap Design and Implementation

Snap Evaluation
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Why GPU?

® Previous Work: PacketShader, Gnort,
GPUstore

® Parallel GPU excels at SIMD computing

® Motivating experiments that compared the
CPU and the GPU for packet processing
algorithms.
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Why GPU?

Simple Forwarder:

FromDevice > > ToDevice
(ethX, RingY) (ethX, RingY)

Simple IP Router:

FromDevice ToDevice
‘ (ethX, Ring¥) j—»t LookupIPRoute j—»} ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘: ‘—»‘: (ethX, RingY) \

‘ M Otivati ng eXPe ri m e r Simple SDN Forwarder:

FromDevice . ToDevice
‘ (ethX, Ring) j—»t SDNCilassifier j—»} ‘ | ‘ ‘ ‘ ‘ ‘ ‘: Fl:(ethX, RingY) \

Simple IDS:

FromDevice ToDevice
‘ (ethX, Ring) j 't IDSMatcher j - ¢ ‘ ‘ ‘ ‘ ‘ ‘ ‘ H > E (ethX, Ring) \

Configuration Throughput Relative TPut

Simple Forwarder | 30.97 Gbps 100%

Router 19.4 Gbps 62.7%
IDS 17.7 Gbps 57.3%
SDN Forwarder 18.8 Gbps 60.7%
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Throughputs (Mpps)

Why GPU?

® Algorithm performance comparison:

1000 1000 “0-GPU-64-batch #GPU-256-batch 1000 T
#GPU m | GPU-1K-batch “#GPU-2K-batch @ “GPU
100 4| **CPU é 100 - _[#GPU-BK-batch_©-CPU 2 400 { fFCPU
10 - 5 5 10
_g_ 10 _g-
o)) g’i 1
1 3 1 5
L L
().1.....:::::"01 |_01<r¢.ox¥gg
N < 00 ©O N ¥ ¥ ¥ Y . i i i i i i 1 N o0 S
nedlisTANY® 64 128 256 512 1024 1518 POSIIGFTTNT®
Number of packets per batch Packet Sizes (Bytes) Number of packets per batch

— —

IP Lookup IDS Matcher SDN Classifier
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Why Click

Modular, Flexible

® Compassable processing pipelines with Elements.
Easy to extend with CUDA for GPU computing

® Simply linking with new CUDA code libs.

Fast user-space packet processing

® Netmap showed high performance user-space Click
Many existing elements

® All layers, including wireless!
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Batched Processing

® Wider pipeline: BELement with bpush/bpul L

Packets
Packet
Packet
Packet ROI-based Copy
.. _ s
|
|
\ | Ptr Packet slot Host to Packet slot
| .
' | Prr Packet slot Device Packet slot
: Memcpy
: [ BN I ] [ B BN ] [ B I ]
|
| P Packet slot Packet slot
|
| Packet pointers Host Memory Device Memory
' Buffer Buffer

-—ee e e - - - - - - - - e = -y

PygcketBatch



Packets Divergence

® Why diverge!

l ﬂ

v v
‘ DeclIPTTL(...) \ ‘ GPUIPLookup(...) |
\ 4 v v
| Drop \ Batcher ‘GPUIDSMatcher' ‘ GPUIDSMatcher |

® Solution:

® Return to CPU

® Predicate bits
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PacketBatch

Packets
Packet

Packet ROI-based Copy

Ptr Packet slot Host to Packet slot
Ptr Packet slot Device Packet slot
Memcpy
Ptr Packet slot Packet slot
Packet pointers Host Memory Device Memory
_______________ Buffer Buffer
PacketBatch |




Packets Divergence

Packets in the same batch are sent to
different elements
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IP Lookup



IP Lookup

“*GPU

*CPU

el

32 64 128 256 512 1K 2K 4K 8K
Number of packets per batch
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Throughput (Mpps)

IDS Matcher

100 “©-GPU-64-batch
GPU-1K-batch
CPU
| \
0 +— ; ; ; ; —
64 128 256 512 1024 1518

Packet Sizes (Bytes)
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